NAVRH
VYHLASKA

ze dne 2021,

kterou se méni vyhlaska €. 141/2018 Sb., o hlaseni zavaZznych bezpecnostnich
a provoznich incidenti osobami opravnénymi poskytovat platebni sluzby

Ceska narodni banka stanovi podle § 263 zdkona &. 370/2017 Sb., o platebnim styku,
ve znéni zédkona €. 298/2021 Sb., (dale jen ,,zdkon*) k provedeni § 221 odst. 5 zdkona:

Vyhlaska ¢. 141/2018 Sb., o hlaseni zavaznych bezpe¢nostnich a provoznich incidentt

ClL 1

osobami opravnénymi poskytovat platebni sluzby se méni takto:

1. Ptiloha ¢. 1 zni:

HlaSeni zavaznych bezpe€nostnich a provoznich incidenti v oblasti platebniho styku

»Priloha ¢. 1 k vyhlasce ¢. 141/2018 Sb.

(€eska verze uvedeného dokumentu)

Oznameni o zavazném incidentu

Uvodni oznameni

do 4 hodin od klasifikace incidentu jako zavazného

nabidkich

Resetovatuybéry v rozbalovacich |

Datum oznameni (DOMWRRRR) [

&ni k6d incidentu]|

A -Uvodni oznameni
A 1- OBECNE UDAJE

T E—
J

Druh oznameni

Druh oznameni

=

Dotéena osoba opravnena poskytovat platebni sluzby (OOPPS)

Nazev OOPPS

Vnitrostatni identifikacni ¢islo OOPPS

[Vedouci skupiny, pripada-li v avahu

Clar Cloe Orr s Ow Cer

Oee Cok Ocr Or Owr Oro
Zemé dottend / dotcené incidentem Hes Oee D Bu Ow Ose

Oecr Oes Oy O Owo Ost

Oc Or OE Ow Oe Osk
Hiavni kontakini osoba [ Email_| [ Tetefon |
Dalsi kontakini osoba [ Email_| [ Tetefon |
Gznamujici subjekt (tento oddil se vypini v pfipadé deleg: ani, jestlize neni dotéena osoba opravnéna poskytovat platebni sluzby)
Nazev oznamuijicihe subjektu
Vnitrostatni identifikacni &islo
Hiavni kontaktni osoba [ Email_| [ Telefon |
Dal3i kontakini osoba [ Email | [ Tetefon |

A2 - ZJISTENI INCIDENTU a PRVOTNI KLASIFIKACE

Datum a ¢as zjisténi incidentu (DDMWRRRR HHMM)

Datum a ¢as Klasifikace incidentu (DDAMRRRR HH:MM)

=

[ Jedi zvoleno Jinak', upresnate: |

Druh incidentu

|

Kritéria vedouci k oznameni o zavaZném incidentu

[] Dotéenétransakee

NaruZeni zabezpeéent B
[ sité neboinformaénich [ Ekonomicki dopad
systémd

[ Dotéenfutivateié

[ Vsoka droveitintemi
platebrichsluieb

[ Vpadekshuby eskalace

Ostatni potendiiné

[ dotéené OOPPS nebo

piisluiné infrastruktuy

[ Reputaéni dopad

Struzny a obecny popis incidentu

Pripadny dopad v jinych Elenskych statech EU

=]

Oznamovani jingm organtm

Je-l zvoleno Ano”. upesnite

Divody pro pozdni predioZeni Gvodniho oznameni




Oznameni o zavazném incidentu

Resetovat vibéry v rozhalovacich
nabidkch

Datum oznameni (DD/MM/RRRR)| | Cas (HHMW) [
. P

i kéd |

B - Priibézné oznameni

B 1- OBECNE UDAJE

Podrobnéjsi popis i

V Eem je konkrétné problém?

Jak incident zacal?

Jak se wyvijel?

Jaké ma disledky (zejména pro uZivatele platebnich sluZeb)?

Byli o incidentu informovani uZivatelé platebnich sluzeb? I:l Je-li zvoleno LAno®, upfesnéte:
Souvisi incident s pfedchozimi incidenty? l:l Je-li zvoleno Ano®, upfesnéte:
Byli dotéeni nebo zapojeni dal3i poskytovatelé sluzeb Ci tfeti strany? I:l Je-li zvoleno , Ano”, upFesnéte:
Bylo zahajeno krizové fizeni (interni alnebo externi)? | | Je-li zvolena Ano”, upfesnite:

Datum a €as vzniku incidentu
(je-li znam) (DDMMWRRRR HH:MM)

Datum a éas, kdy u incidentu doslo nebo podle oéekavani dojde k navratu
do plvodnino stavu (DDAMMRRRR HH:MM)
Dotéené funkéni oblasti

[ ovéienirautorizace [ Piimé vypoiadani

[ kemunikace [ Nepiimé wpofadni ot zvolana lind",
P Fesnéte

[ zitovani [Jiné tpresnete

Zmény oproti pfedchozim oznamenim

B 2 - KLASIFIKACE INCIDENTU / INFORMACE O INCIDENTU
Urovert dopadu

<

Pocet dotéenych transakei -
Jako % z béZného pottu transaka =
Dotéen transakce © Hodnota dot€enych transakel v eurech
Doba téni incidentu {pouze pro provozn incidenty) = =
Poznamky: |
Trovert dopadu T =
Dotéeni uzivatelé platebnich sluzeb 2 Poéet dotéenych uZivatelis platebrich sluZeb [ | |
Jako %  celkového pottu uZivateli platebnich shuzeb | [ |

Naru3eni zabezpeteni sité nebo informatnich systémi
P ¥ Popiste, jak byla dot&na st neba informa&ni systémy

élka vyl 3 | Dny Hodiny: Winuty:
Délka vypadku sluzby Celkova délka wpadku sluzby- [ |

Uroveii dopadu \
Ekonomicky dopad Pimé naklady v eurech | \ ‘
Nepiimé niklady v eurech [ [

[lLed

a uvedte, zda incident vedl nebo pravdépodobné povede k vyhlaseni kiizového (nebo

podobnsho) rezimu. a pokud ano. popidte jej

Ostatni potencialné dotéené OOPPS nebo pfisludné infrastruktury ‘

\ysokd iroven interni eskalace Popiste droven intemi eskalace incidentu ‘

Popiste, jak by se incident mohl dotknout jinjch OOPPS afneba infrastruktur

Reputaéni dopad Popiste, jak by incident mohl ovlivnit dobrou povést OOPPS (napf. medialni pokryti,
zvefejnéni prévnich krokil nebo poruSeni prawich predpisi )

B 3 - POPIS INCIDENTU

Druh incidentu [ |

[ Probinaetieni
[ Skodiiva éinnost
[ Sethani procesu
Pri¢ina incidentu [ selhani systému
[ Lidskeé chyby

[ Externiudslosti
Clne Je-li zvoleno Jiné®, upfesnéte:
Dotk se vas incident pfimo nebo prostrednictvim p sluzeb? =] Fon '"e""'“‘)"f”:m nazev
sluZeb:
B 4 — DOPAD INCIDENTU
_ [integrits [ Diwérnost
Celkavy dopad [ Dostuprost [ Autenticita
Dotcené obchodni kanaly [ Pabocky [ Telefonni bankovnidvi [ Misto prodeje
[ Erektronické bankownictvi [ Mobilni bankovnictv [J1iné
[] Elektronické obchodovani [ Bankematy
Je-li zvoleno Jiné", upfesnéte:
Dotéené platebni sluzby O viozenihotovosti naplatebnitiget [ Unrady [ Poukazovanipenéz
[ Vybéry hotovestiz platebniho uétu [ nkase [ Sluzby nepiimého déni platebriho piikazu
[ Operace nutné k vedeni platebnino tiétu [ iatby kartou [ sluzby informevani o platebnim uétu
[ Akceptace platebnich prostedii [ Vydavani platebnich prostredks

B 5 — ZMIRNENT INCIDENTU

Jaka opatfeni byla doposud pfijata nebo jsou planovana s cilem dosahnout
obnovy po incidentu?
Doslo k aktivaci planu kentinuity €innosti a/nebo planu obnovy provozu po -
havarii?

Pokud ano, kdy? (DOMMRRRR, HH:AM)

Pokud ano, popiste je




Oznameni o zavaZném incidentu

Zvolte druh oznameni:

maximélng dvacet pracovnich dnii od predioZeni

priibzného oznameni Resetovatvybéry v

rozbalovacich nabidkéch

(pro incidenty, jejichz Klasifikace byla zménéna na ,nezavazny*)|

Datum ozndmeni (DD/IMM/RRRR)| | CGas (HHMM) O/
éni kod incidentu|

C - Zavéreéné oznameni
Nebylo-li Z2adné priibézné oznameni zaslano, vypliite rovnéz oddil B.

C 1 - OBECNE UDAJE

informaci z 0 apr
Zmény oproti pfedchozim oznamenim
Jakékoli dalsi relevantni informace
Jsou zavedena viechna puvodni opatreni? [
Je-li zvoleno ,Ne*, uvedte, o ktera opatfeni jde a jaky £as je zapotfebi
k jejich obnoveni

'C 2 - ANALYZA HLAVNICH PRICIN A NASLEDNA OPATRENI

inou (je-li jiz znama)? [ $kodiiva éinnost [ Selhani procesu [ selhanisystému [ Lidska chyba [ Externi udalost Ouine
Upfesnéte: B Skodivjked g edostateinémontoroidn g oot narauar
BB shromazgovéniinformaci akontrola BB Nedimysin éinnost Selhani dodavatele /
[ Priiniky [ Probiémy s komunikaci Bl selnanisité B poskytovatele
. . Nedinnost technickjchsiuzed
g Utok (istibuovanim) o B Probie . [ Nednnos
odmitrutin sluzby (D/DoS) B Nespravnéoperace Problémy s databazi = N‘:dumkgné B itimoc
B Umysina internici B énéfizeni zmé B Selhani Ferele
Umysiné externifyzické = - B8 1iné B iné
B potkozeni [ et e ke poskozend
B Zabezpeteniinformaéniho obsa ¢
B % Froblémy s obnovou B ine
Podvodna jednsni
Jiné B ine

B Jiné
Je-li zvoleno Jing*, upiesnéte:

Dal3i relevantni informace o hlavni pfi¢iné

Hlavni napravna opatfeni pfijata nebo planovana s cilem zabranit
opakovani incidentu v budoucnu, pokud jsou jiZ tato opatfeni znama

C 3 - DOPLNUJICI INFORMACE
Byly o incidentu informovany dalsi OOPPS? =

Je-li zvoleno Ano”, uvedte podrobnosti: ‘

Byly proti oznamujici osobé ucinény néjaké pravni kroky? vI

Jeli zvoleno Ano”, uvedte podrobnosti: ‘

nnosti pfijatych opatfeni -

Uvedte podrobnosti: ‘

2. Piiloha ¢. 2 zni:
,Priloha €. 2 k vyhlasce ¢. 141/2018 Sb.

Reporting template on major incidents

(anglicka verze uvedené¢ho dokumentu)

Major Incident Report

Wi 4 hours after classification of the incident as m:

Reset dropdown
selections
Repor dste (0OMM V| R —

Incident reference code|

A1-GENERAL DETAILS

Type of report
Type of report [T |

PSP national identification number
Head of group, if applicable

Oar Ooe Orr O Ow Oer
Oee Oox Oer Om mr Oro
Country / countries affected by the incident Ose Dlee OHr Ou O Ose
Oer Oes O O Ono Ost
be O Oe Ow On Osk

Primary contact person Email
Secondary contact person
Reporting entity (complete this section if the reporting entity is not the affected PSP in case of reporting)
Name of the reporting entity
National identification number
Primary contact person
Secondary contact person

[ Telephone
| Telephone

Email

Email
Email

[ Telephone
| Telephone

A2 -INCIDENT DETECTION and CLASSIFICATION

Date and time of detection of the incident (DDMMWYYYY HHMM)
Date and time of classification of the incident (DMWY YYY HHMM)
The incident was detected by ~] [ HOther, please speciy: |
Type of Incident ~1

Payment service users Eemheierie High level of internal Other PSPs o relevant
Criteria triggering the major incident report [ Transactions affected ] affected [ senvice downtime [ netwerkor information [ Economicimpact [ ] ml{ashﬂu;tur;s(t ) [ Reputational impact
systems potentially affecte

A short and general description of the incident
impact in other EU Member States, if applicable

Reporting to other authorities

If"Yes', please specify.

Reasons for late submission of the initial report




Major Incident Report

Intermediate report

Report date (DDAMMYYYY) [ |

Time (HHMV)

Incident reference code| |

B - Intermediate report

B 1 - GENERAL DETAILS

Resetdropdown
selections

L ]

More detailed description of the incident:

\What is the specific issue?

How did the incident start?

How did it evolve?

\What are the consequences (in particular for payment service users)?

\Was the incident communicated to payment service users?

If "Yes', please specify:

\Was it related to a previous incident/s?

If "Yes', please specify:

\Were other service providersithird parties affected or involved?

If "Yes', please specify:

\Was crisis management started (internal and/or external)?

If *Yes', please specify:

Date and time of beginning of the incident
if already identified) (DOMMYYYY HH:MU)

Date and time when the incident was restored or is expected to be:
restored (DMWY YYY HHMM)

Functional areas affected

O [ pir
[ communication

[ Clearing

[0 indirect settiement.

[ Other

If"Other, please specify:

Changes made to previous reports

B 2 - INCIDENT CLASSIFICATION / INFORMATION ON THE INCIDENT

Impact level

Number of transactions affected

|As a % of regular number of transactions

=
Transactions affected Value of transactions affected in EUR B
Duration of the incident (only applicable to operational incidents) = -
Comments: |
Tmpact lovel -
Payment service users affected % Number of payment senvice users affected |1 k3
|As a % of total payment senice users [ 2

Breach of security of network or information systems

Describe how the netwark or information systems have been affected

i 2 Days Hours: Minutes:
Service downtime - B
Total senice downtime: | [ [
Impact level | Ll
Economic impact Direct costs in EUR \ | \ ﬂ
Indirect costs in EUR [ | |
High level of intemal escalation Describe the level of internal escalation of the incident,
indicating if it has triggered or is likely to trigger a crisis mode {or equivalent)
and if so, please describe
Other PSPs or relevant infrastructures potentially affected Describe how this incident could affect other PSPs
and/or infrastructures
Reputational impact Describe how the incident could affect the reputation of the PSP (e.g. media
lcoverage, publication of legal actions or infringements of law._ )
B 3 - INCIDENT DESCRIPTION
Type of Incident | -
[J under irvestigation
[ Malicious action
[ Frocessfailure
Cause of incident [ system failure
[ Human errors
[ Externaleverts
Dlother If 'Other’, please specify:
\Was the incident affecting you directly, or indirectly through a service hd If Indirectly’, please provide the
provider? semvice provider's name:
B 4 - INCIDENT IMPACT
[ Integrity [ Confidentiality
Overall impact [ Availabilty [ Authenticity
Commercial channels affected [ Branches [ Telephone banking [ Point of sale
[J E-banking [ Mobile banking Jother
[J E-commerce [ amMms

If ‘Other’, please specify:

Payment services affected

[ cash placement ana paymentaccount
[0 Cash withdravial from a payment account.

Dol

[ Acquiring of paymert instruments

[ credittransters
[ Direct debits

[] card payments
[ 1ssuing of payment instruments

for operating a

[ Money remittance
[ Payment initiation

[ Account information semices

B 5 - INCIDENT MITIGATION

\Which actions/measures have been taken so far or are planned to recover
from the incident?

Have the Business Continuity Plan and/or Disaster Recovery Plan been
activated?
If 50, When? (DDAMMYYYY HH.MM)

If so, please describe




Please select the type of report:

Please descri
idents reclassified as non-major)

(applicable for

Report date (DDMWYYYY) [

within 20 working days after the submission of the
intermediate report

Time (HH:MM)

Incident code |

If no intermediate report has been sent, please complete alse section B

C -Final report

Reset dropdown

C 1-GENERAL DETAILS

Update of the information from the initial report and the intermediate report(s)

Changes made to previous reports

Any other relevant information

Are all original centrols in place?
If “No", specify which controls and the additional period required for
their restoration

[ I |

'C 2 - ROOT CAUSE ANALYSIS AND FOLLOW UP

What was the root cause (if already known)?

[] Malicious action [ Process failure [ system failure [ Human error

[ Externalevent [ other

A4 ¥ h 4 ¥

¥

Please specify:

BB malicious code .
g Defiient monitoringand T Hordware failre

[ nformation gathering control [ Unintended
[ Intrusions B e 2]
Inaction
Distributed/Denial of service &
B e oiog B Improper operations EH Database issues e
=}
D 0 i B Insdequate Change n?ﬁnllf::r:ra/apphmmn resources
D physical [ other
B internal
Physical d
ere e et e S B Eealiamns
" 7 F Other
BB Fradulertactions
B Other

Failureofa
[ supplier/te chrical
service provider

B Force majeurs

[ other

B Other
If'Other, please specify

Cther relevant information on the root cause

Main corrective actions/measures taken or planned to prevent the
incident from happening again in the future, if already known

‘C 3 - ADDITIONAL INFORMATON

Has the incident been shared with other PSPs for information purposes?

-

If*Yes', please provide details: ‘

Has any legal action been taken against the PSP?

L -

If*Yes', please provide details: ‘

Assessment of the effectiveness of the action taken

Please provide details: ‘

CLII

Ud¢innost

Tato vyhlaska nabyva ucinnosti dnem 1. ledna 2022.

Guvernér:




